Explore the use of cookies and session tracking in servlets on Apache Tomcat for a web authentication site. It will be implemented using three servlets GateKeeper, Translator and Stream.

The GateKeeper servlet performs authentication by checking and maintaining Id-Password information stored on disk. When an instance of GateKeeper is created it sets up (in the init() method) hash table(s) (probably 5 hash tables: htHrefFR (fictitious-to-real), htHrefRF (real-to-fictitious), htSrcFR (fictitious-to-real), htSrcfRF (real-to-fictitious), and htld) to maintain information obtained in XML files (must use DOM) referenced in the init-param's (see below) in the web.xml file. Also, after authentication has succeeded (login has occurred) it creates an HTTPSession object (for reasons discussed below) and then "forwards" to another servlet called Translator with the initial web page (for example index.html... using its fictitious name). The GateKeeper servlet must also periodically check the XML files on disk for changes (once every minute - but typically every 24 hours) and make the necessary changes to any corresponding Java objects (i.e. synchronize).

GateKeeper initially presents the user with a page that welcomes them to the site (you make up an appropriate welcoming here) and invites them to either login (this enables browser/machine independent processing - as cookies are only good in remembering stuff from a user on a particular browser on a particular machine) using the users nickname (if available), or if they are a new user (never created a password for themselves OR have exceeded a time off minutes - the existing account limit) to click on a link called create a new password which presents a page for them to create a new password (for an existing id already established by the administrator). This page should welcome the new user with "Hi New User, please enter your nickname, your id number (it must match an existing id number stored in a file initially created by the administrator located at id-URL on disk) and make up a password (entered twice in two password text fields - check that they match etc.)".   The password information is then saved in the id XML file under the already existing id (i.e. it is modified on disk) and also hi the htld hash table. A cookie is then created to remember his nickname (associated with his login id) and which can in subsequent sessions (up to the account limit time) be used to welcome the client (from that same browser) back using his nickname.

The Translator, after the first request from GateKeeper, is subsequently only called from dynamic page href s with the GET method and a fictitious URL (like Translator?html=fa where fa is a "fictitious" address). The Translator ' servlet then uses hash table htHrefFR to translate fa into a "real" address (ra) so that it can determine the actual location of the HTML file on disk. It then reads this HTML file scanning for href= and src= attributes and replaces each "real" address (ra) with a corresponding "fictitious" address (fa) as follows: Replace href=ra with href=TransIator?html=fa using hash table htHrefRF, and src=ra with src=Stream?src=fa using hash table htSrcRF. The modified web page is then returned to the client browser (so the client never knows the actual location of server files on disk).

Stream uses the htSrcFR hash table to determine the binary (jpeg, .gif etc) file requested, reads it and returns the file as is without translation. A note on how this works. Browsers are responsible for displaying web pages to the user and hence whenever they encounter an image reference (like <img src=resourceURL ...> they contact the server of the resource asking for the src to be downloaded. The server examines the resourceURL, identifies the resource (in our case Stream servlet) and calls on it to provide the requested resource (of course if it is just a static web page the server provides this without any servlet intervention).

The web page administrator should be able to use these servlets with any existing web page setup he already has in place without any modification. Also the web page administrator should be able to deploy these servlets (once only) in the webapps directory under tomcat with an initial set of init-param's set to point to the locations (on the administrators disk) of XML files containing administrator modifiable information (like initial set of student ids) and servlet modifiable information (like password initially chosen by client). The web.xml must be as follows:
<servlet>

<init-param>

<param-name>href</param-name>     <param-value>html-URL goes here </param-value>

<param-name>src</param-name>      <param-value>images-URL goes here </param-value>

<param-name>id</param-name>        <param-value>id-URL goes here </param-value>

</init-param>

</servlet>

The XML files referenced in the <param-value> would be organized in the obvious way (at least name-values pairs within a <doc > tag).   Then subsequently the administrator should be able to periodically make changes to his resources (add/remove html pages, jsp's, image files like gifs and jpegs, servlets and also modify the XML files accordingly) without making any changes to the servlets.

A user must be prevented from accessing resources without first having logged in (otherwise he could examine the dynamic source page (full of fictitious addresses to both html pages and images) returned by the Translator servlet, determine the "fictitious" address and simply type any address into his browser address bar and thereby gain access to the pages (without even needing to know where they are located) without proper authentication. This is clearly unacceptable. This can be avoided by having the GateKeeper create an HTTPSession object (nothing other than possibly a boolean flag saying that the user is valid need be in it) after the GateKeeper has validated a user by having the user correctly log in. Then Translator (the guy who provides html page resource) or Stream (the guy who provides image resources) just checks to see that the client has a session object before supplying the resource. This way, no unauthorized access to web resources is possible.

A folder containing the "home" web page index.html say along with 5 or 6 subfolders CIS630, CIS 631, CIS 632, CIS 506 and CIS 568 say containing files (for example the CIS630 folder would contain a CIS360.html file along with at least one pdf file and a htm file (produced by word) that it references should be made. Also have several versions of your web.xml files ready so that we can "dynamically" switch in new ones referencing new areas (i.e. different web pages) of your A: drive in the same demo to show that your servlet is updating the hash tables every minute.

1. The source code along with a detailed description of how to run you application, should be provided.

2. Some interesting screens illustrating some of the features discussed should be shown in a word file.

3. ALL Java and .html files in the root directory (compilable and runnable under JDK1.5 or later). All class files should be in their appropriate subdirectory under directory webapp. The context root should be Gatekeeper.
